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Overview |Bipartisan Infrastructure Law (BIL) & Cybersecurity

BIL is a historic investment in the resiliency of our infrastructure of our infrastructure
to climate change, cybersecurity risks, and other hazards. This investment will help
protect communities against the impacts of cyber-attacks, and other threats.

Funding allocated to Cybersecurity is spread across multiple programs to strengthen
cyber systems and defense against future attacks, including funding for State, Local,
Tribal, and Territorial grants for the Federal Emergency Management Agency, cyber

response and recovery, and Research & Development in cyber.


https://www.whitehouse.gov/build/guidebook/

Deep Dive | State and Local Cybersecurity Grant Program

Summary: The goal of the State and Local Cybersecurity Grant Program (SLCGP) is to help states, local governments,
rural areas, tribes, and territories address cybersecurity risks and cybersecurity threats to information systems. The
Kansas Office of Information Technology Services, as the State Administrative Agency (SAA) for Kansas, acts as the pass-
through agency for the formula allocated funding.

Eligible Activities: Implement cyber governance and planning; Assess and evaluate systems and capabilities; Mitigate
prioritized issues; Build a cybersecurity workforce
Eligible Applicants:
* Local government entities; An Indian tribe or authorized tribal organization; A rural community, unincorporated
town or village, or other public entity.
* Must actively participate with the CISA Cyber Hygiene Program and have completed or started the MS-ISAC
National Cybersecurity Review.
Funding:
* Kansas received $2.8 million for the FY22 allocation. Additional funding will be received each year through FY25
Match: 10% local match
The match requirement for this program is eligible for application through the Build Kansas Fund.

Due: Applications to receive FY22 funding are due April 30, 2024. Additional rounds of funding will be available.



Deep Dive | Tribal Cybersecurity Grant Program

Summary: The Tribal Cybersecurity Grant Program (TCGP) will help tribal governments address cybersecurity risks and
threats to their information systems by enabling DHS to provide targeted cybersecurity resources that improve the
security of critical infrastructure and resilience of the services that tribal governments provide to their members.

Eligible Activities:

e Establish cyber governance and planning; Assess and evaluate systems and capabilities; Implement security

protections commensurate with risk; Build and train a cybersecurity workforce
Eligible Applicants:

e Tribal Governments are eligible to apply, and must submit a Cybersecurity Plan, Cybersecurity Planning

Committee List, and Charter
Funding:

* The funding apportioned for tribal governments by the Bipartisan Infrastructure Law (BIL) was $6 million in FY22
and over $12.2 million for FY23. FEMA and CISA combined FY22 and FY23 into a single funding notice for a total of
approximately $18.2 million.

* Applications to receive FY23 funding were due in January 2024. Additional rounds of funding may likely be
available.

Match: not applicable

For more information about the Tribal Cybersecurity Grant Program (TCGP), please email TCGPinfo@cisa.dhs.gov.



Agency Overview | Kansas Office of Information Technology Services

The Information Security Office (KISO) within the Kansas Office of Information Technology Services is
responsible for the statewide cybersecurity collaboration & preparedness. These duties include:

e Assisting with Technology/Cyber Resiliency Planning

e Assisting in planning and delivery of Tabletop Exercises

* Providing Training and Exercises resources

e Serving as State Administrative Authority for the DHS Cybersecurity Grant Program (BIL Program)

* Planning and facilitating opportunities for statewide collaboration

* Participating in the State Emergency Operations Center as part of ESF #2

e Assisting in coordinating statewide emergency cyber/technology responses Vision: Anywhere, anytime
access to secure Kansas digital government resources.



Kansas Information Security Office - CSCP

Kansas Information Security Office (KISO)
CyberSecurity Collaboration and Preparedness (CSCP)

Website: https:// www.ebit.ks.gov/divisions/cybercollaboration
Email: KISO.CyberCollaboration@ks.gov

Mandatory Reporting
KSA 75-7244 (Mandatory Reporting of Cybersecurity Incidents)
https://www.ksrevisor.org/statutes/chapters/ch75/075 072 _0044.html

Kansas State Incident Reporting Website
https://ebit.ks.gov/kiso/resources/incident-reporting

Kansas State Incident Hotline (24x7 reporting)
785-221-5041


https://www.cisa.gov/report
https://www.ebit.ks.gov/divisions/cybercollaboration
mailto:KISO.CyberCollaboration@ks.gov
https://ebit.ks.gov/kiso/resources/incident-reporting

Kansas Information Security Office - CSCP

Erin McGinnis, CPM
Director of Cyber Collaboration and Preparedness
Erin.McGinnis@KS.Gov
785-221-5041



mailto:Erin.McGinnis@KS.Gov

Questions?
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